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Dynamic Monitoring and Decision Systems*

Local DyMonDS module
Ilić, M. D. (2010). Dynamic monitoring and decision systems for enabling sustainable energy services.Proceedings of the IEEE,99(1), 58-79.



Emerging multi-layered  COMPLEX power systems



Intelligent Balancing Authorities (iBAs)



COMPLEX TIME SCALES  New control equipment/new 
modeling and primary control challenge

vPower system oscillations
§Electro-mechanical—older problems (inter-area slow 
frequency oscillations;  torsional oscillations)
§Electromagnetic oscillations and their control-newer problems 
(caused by large generator  faults in BPS; wind gusts/solar 
radiance in BPS/distribution/microgrids; SSCI—control induced, 
forced)
•Stability assessment
§Extensive simulations-based studies; eigenvalue analysis
§Hard to scale up, and find causes and effects
•Control for ensuring stable operations
§No systematic approaches to designing control for provably 
stable  frequency/voltage  regulation within reliability standards
§The worst case approach which does not ensure desired 
operations; various FFR, RFR  system-specific requirements; 
UFLS
§Sporadic R&D under different modeling assumptions  



Is there a more general simple paradigm? 



Minimal information exchange



Unifying  energy-based dynamical modeling

Ilić, M. D., & Jaddivada, R. (2018). Multi-layered interactive energy space modeling for near-optimal electrification of terrestrial, shipboard and aircraft systems. 
Annual Reviews in Control,45, 52-75.



Multi-layered interactive model



Load specification



Example of IntVar for PV module



Unifying properties of intVars



intVars basis for  secure DyMonDS 

• IntVar is a function of its own internal state variables only
• intVar rate of change  is zero when disconnected from the rest of the system

• Basis for distributed monitoring and cooperative control
• Basis for computing based on internal variable only (cyber-secure)
• Area control error (ACE)  sub-case of intVar*

The basic idea: Compute technology-specific intVar using internal, safe 
measurements; compare with the intVar measured**

**Pending MIT patent on Cyber –secure DyMonDS 
Application no 63/225,873 , filed July 2021 


